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Consolidation &
why it matters

Why is the automotive industry
adopting consolidation now? t \




History lesson
The move from ICE to EV

Without digging into the inefficiencies present
within ICE solutions, the point here is to convey
that size, weight and complexity reduction has
lbeen a natural progression.

As we move away from ICE we also move
towards brand new architectures, providing us
novel opportunities to fix problems that were not
easily fixed before (due to a LOT of moving parts
and system complexity).
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Internal Combustion Engine

Weight: 300 - 500+ Ibs.
Power: 180 - 400+ HP
Max Speed: 6000-7000 RPM
Efficiency: 30 - 35%
Moving Parts: Many!

1 Crankshaft

3 to 12 Pistons

3 to 12 Connecting Rods
6 to 48 Valves

6 to 48 Valve Springs

6 to 48 Rockers/followers
6 to 48 Lifters & Pushrods
1 to 4 Camshafts

1 to 4 Cam Drives & Chains/belts
1 Oil Pump

1 to 2 Balance Shafts

1 Flywheel

Maintenance Required:

Qil & Filter Changes 5 to 12K Miles
Spark Plugs at 100k Miles

Timing Belts & Drive Belts 100K Miles
Coolant Changes 50-100K Miles

Emission Inspections 1 to 2 years

VS

Electric Vehicle Motor
(EV)

Weight: 100 - 200 Ibs.
Power: 180 - 400+ HP

Max Speed:15,000-21000 RPM

Efficiency: 90 - 95%
Moving Parts: One

1 Rotor

Maintenance Required: Minimal

No Qil & Filter Changes

No Spark Plugs

No Timing Belts & Drive Belts
Coolant Changes maybe 50k+ Miles
No Emission Inspections




E/E architecture evolution: consolidation of ECUs = more focus on software
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ECU CONSOLIDATION

Benefits of ECU consolidation for the OEMs

TODAY

 Lighter

= 60-100 ECUs
* 68 operating

« Less wiring, loom and power connections

systems
» Isolated operations

* Increasing cost &
complexity

 More compact

* Less assembly steps

« Costreduction
DOMAIN CONTROLLERS

- Easier reuse across product portfolio

TOMORROW

« Simplified supply chain

+ 610 Domain/Area
1 i Body Chassis Emissions Handful and Mega-Controliers
ontrolie: ontroller  Controller  other ECUs » Consolidated
* Improved rellapilll Controller ¢ c ther ECU
software system
AREA CONTROLLERS « Coordinated

- Potentially better in terms of functional o AT T o
safety and OTA update management =\

&

'
Front Body  Front Safety Back Safety Area
Controller  Area Controlier  Controfler

BLACKOLMRY SCCURE FOM AUTOMOTIVE
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What is NXP’s role?

How are we adyvising and

serving customers to meet their
needs?
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Hardware solutions




Electrification semiconductor content
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NXP platform play in evolving vehicle electronics architecture .. .. computer

- Arm-based safe and secure processors with
industry’s highest application and real-time ASIL-D
VEHICLE COMPUTER performance, highest security, Multi-Gb ETH
networking interfaces and accelerators and Al/ML

IVI HPC e - PMICs/[SBCs for safety and power management
DOMAIN * | _ ~ HPC CROSS DOMAIN ZONE « Robust, reliable and secure ETHf/CAN/LIN solutions
CONTROLLER TCU CONTROLLER ' [ean]
Zonal, Domain, Cross-Domain
| (s Eaneme Modules
- - - Arm-based safe and secure MCUs and
ZONAL AGGREGATOR processors with industry’s highest ASIL-D
. performance, highest security, high-end
_ - SIC/AGET efuse networking interfaces and accelerators and Al/ML

capabilities

MEMORY

SiC/IGBT eFuse

LIERIR - PMICs/SBCs for safety and power management

| - Robust, reliable and secure ETH/CAN/LIN solutions
- Power drivers for motors, lighting and relays

END NODES - AFE and sensors for powertrain and motor control
END NODES

Edge Nodes

- Arm-based safe and secure MCUs with industry’s
highest ASIL-D performance, highest security, low-
power, high-end networking interfaces and
accelerators

SiC/IGBT eFuse
SiC/IGBT eFuse SiC/IGBT eFuse - PMICs/SBCs for safety and power management

- Robust, reliable and secure ETH/CAN/LIN solutions
- Power drivers for motors, lighting and relays
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Introducing the NXP $32Z/E real-time processors

NXP Extends/S32 Automotive Platform
<X with its S32Z/E Real-Time Processors for
SBZZ/E New Vehicle Architectures

« The new S32Z/E Real-Time high-performance
processors accelerate and consolidate real-
time applications for safety, domain and
zonal architectures

« Creates new class of processors offering
real-time behavior of microcontrollers with
unparalleled gigahertz performance and
integration

 Offers scalable, 16nm S327 and S32E families
with roadmap to 5nm solutions
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$32Z/[E: key system design principles

Architecture supports
partitioning [
virtualisation from
processor core-to-pin

Optimise the architecture
for best performance in
16 nm technology
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Minimise para-virtualisation

Integrate partitioning with safety and security features
Optimise QoS when allocating partitions

Provide virtualization-aware and dedicate modules to partitions

Gather co-operating hardware modules in autonomous blocks
Provide multiple copies of commonly used modules
Optimise QoS for “general purpose” features



Example: real-time applications

* Domain Control
 Zonal Control

» Safety Processing

« Braking

« Steering

» Electronic Stability Control
« Traction Motor Control

» Torque Control

« Battery Management

* Energy Optimization

* Power Conversion

* On-Board Charging

+ Real-time Data Analytics

Real-time describes various operations in computing that must guarantee response times
within a specified time (deadline), usually a relatively short time. - Wikipedia
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S32 real-time processors
New class of processors addressing key market trends

ASIL D Safety
Control

S322

ECU
Consolidation

Domain and
Zonal Control

High-
Performance S32E Freedom from
Real-Time Interference
Processing

Software-
Defined
Vehicles
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S32 real-time processors roadmap

A

S32N

NXP 5nm Series

S3222 Series S32E2 Series

16nm 16nm
8x Arm Cortex-R52 8x Arm Cortex-R52

(Not to Scale)

600 MHz - 1 GHz 600 MHz - 1 GHz

Future S3221 Series
16nm
4dx Arm Cortex-R52
600 MHz - 1 GHz
Low Power Modes

PERFORMANCE

f

Software Compatible

Traditional
MCUs
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S$32Z and S32E real-time processor families - price and performance scalability

Price

Low / Mid Range

Domain and Zonal

High Range
Domain and Zonal

Control

Control

53271

S32E2

600MHz

$3272

600 MHz

S32E2
900MH:z

S32E2 $3222
800MHz = 900 MHz

5232 '
800 MHz

1GHz

$3222
1 GHz

800 MHz
600 MHz Pin-compatible S32E
Performance (ASILD) | 4.4K 5.2K 6.0 K 7.8 K 8.5K 9.3K 10.2 K
Performance (ASILB) | 6.9K 8.5 K 10.2K 12.8 K 15.2 K 16.9 K 18.6 K
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$3271 (600 MHz — 1 GHz)

$3272/E2 (600 MHz — 1 GHz)

Wide range of real-time
performance solutions for domain
and zonal control

« Pin and SW-compatible families
« Support for single ECU design
« Scalable performance

« 4K - 10K ASIL D DMIPS

« 6K — 18K ASIL B DMIPS
 Integrated Actuation with S32E

« Complextimers and 5V
support

Addressing needs for multi-
application integration (domain,
zonal)

 Real-time control
- Safety processing
« Scalable across vehicle fleet



$3272 and S32E2 real-time processors relationship S32

$3272 S32E2

Safety and Domain/Zonal Control Electric Vehicle Control & Actuation

CA:tm Cortex- Cortex- Cortex- Cortex-
°R5e2" R52 M33 R52 R52

SRAM Integrated Flash LPDDR Memory I/F
(19 MB Total) (0/16/32/64 MB) (DRAM/flash)
512 KB Data Flash

: Flexibl (EEPROM Emulation)
DSP/ML Processor Hardware Security Commi):icaetions

(25 GFLOPS) Engine (HSE) Engine (FlexLCE) Additional Timers
; (eFlexPWM, eTimer, CTU)

TSN Gigabit :
' Rk Ky i
Ethernet Switch 5V1/0
(NETC) (GTM 4.1) (1.8V) (3.3/5V)
Connectivity and Interfaces i
(CAN FD, CAN XL, Gigabit Ethernet, FlexRay, I13C, LIN, SENT, SPI, Zipwire)
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§3272 PROCESSOR BLOCK DIAGRAM

Ethernet Acceleration

10 Mb/100 Mb/1 Gb 10 Mb/100 Mb/1 Gb

System Control Unit and Safety

19 MB Total SRAM with ECC
0 MB/16 MB/32 MB/64 MB NVM

LPDDR4 (Flash or DRAM) with ECC + IEE
QuadSPI NOR Flash I/F + OTFAD
eMMC/SDHC NAND Flash I/F
HyperRAM™ [/F with inline ECC

Auto Communication Acceleration

768 KB SRAM



S32E2 PROCESSOR BLOCK DIAGRAM

Ethernet Acceleration Memory Auto Communication Acceleration
19 MB Total SRAM with ECC
0 MB/16 MB/32 MB/64 MB NVM
512 KB Data Flash Memory with ECC
LPDDR4 (Flash or DRAM) with ECC + IEE
QuadSPI NOR Flash I/F + OTFAD
eMMC/SDHC NAND Flash I/F
HyperRAM™ |/F with inline ECC

System Control Unit and Safety Security Connectivity/interfaces
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Software landscape




Software challenges with new vehicle
architectures

Future means the software-defined vehicle with full SoA
architecture, virtualization and shared compute resources

GATEWAY GATEWAY

Complexity increasing
Growing integration of functions with ECU consolidation
High-performance real-time, and applications-style compute. Dual OS.

CENTRAL
BRAIN(S)

Integration of many SW partners in one SoC

While maintaining security and isolation and offering in-field
upgradability

ZONAL ZONAL
GATEWAY GATEWAY

Networking demand
Increasing performance — bandwidth and latency
Increasing flexibility — zone arch, multiple protocols

Advanced future proof security
Tamper-resistant, crypto-agile, IDPS

| ZONES Built on automotive safety and quality standards and reputation

ENABLING USER-DEFINED CAR



Manage complexity — ECU consolidation with mixed-criticality applications

» Benefits:

- Lower cost and fast time-to-market
* Reduce the number of wiring harnesses
Reduce the number of ECUs

Reduce SW complexity
Reduce test and validation effort

Simplified SW upgradability

- Challenges:

ECU Consolidation via Virtualization and Separation

Application
1

Application
2

Application
3

ECUI1

ECU 2

ECU3

- Ensuring deterministic behavior of the application

Communication Bus

»

 Ensuring isolation of and precise resource allocation for safety-critical functions

- Virtualizing various peripherals/devices across domains

e Inter VECU communication

23 | NXP | Public

Application
1

Application
2

VECU 1

VECU 2

Application
3

Virtualization Layer

VECU 3

HW Separation Layer

ECU

Communication Bus




Manage complexity — ECU consolidation with mixed-criticality applications

« NXP's approach: SoCs with hardware-assisted virtualization support

System
Management

Security Manager
Safety Manager
System Manager

)
5
o
7]

Master Core

MPU

H
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Execution Execution Execution
Environment Environment Environment
(vECU) (vECU) (vECU)

. (=TS
— R
oo = = Bare-Metal

TCP  mbadlLS

RTOS1 RTOS 2

Multi-core REAL-TIME Compute
(Arm° Cortex® M/R)

MPU

Execution Environment
(vECU)

| | | e (vecu)

Uuar hppheaners

Execution Environment

Betaprine Fatsers faudanon Autaptive Plattnm Servees

Rich-0S1 RICH-0S 2

Typel Hypervisor

Multi-core APPLICATION Compute
(Arm’ Cortex°A)

MMU

HW Separation Layer (XRDC)

Virtualization-aware HW Accelerators [ Peripherals [ Memory

H

Arm, Cortex are trademarks or registered trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere. The related technology may be protected by any or all of patents, copyrights, designs and trade secrets. All rights reserved.

Software



Migration to consolidated ECU

HW/SW HW/SW HW/SW HW/SW

ECUO ECU1 ECU2 ECU3
Application
3
ASAR BSW
(QM)
Tierl C Tierl D
OEM (SW) SW SW
vECUO vECU1 vECUZ2 vECU3

Application

ASAR BSW

(QM)

IS CPU
OEM (Integration & HW)
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HW Access Control HW Virtualized Peripherals

vECU3

System-level Firewall for all VECU Software ‘sees’ dedicated
Authorized Accesses Resource, HW manages Virtualization

System Manager HW Virtualized QoS

vECU3
vECU3

QoS Mechanisms for
Shared Resources

Partitioning and
Management of vECUs



Example of multi-ECU integration — propulsion domain controller <) S§32

xEV Integration Virtual ECUs running on S32E Processor

VM1 VM2
Propulsion Domain Controller e/

- | | N

Pack vCPU vCPU vCPU vCPU vCPU vCPU
Inverter
Controller Processor Processor Processor
Processor
R52-0 R52-1 R52-2 R52-3
Gate Energy
Driver Mgmt.
BMS Power Conversion . . . .
g S32Z and S32E processors support multiple, isolated virtual machines
On-Boar H u _ —In” H H H
Inverter ECU BMS ECU DC/DC ECU Charger ECU Powertrain ECU (VMS) with “core-to PN hardware virtualization

ECU boxes evolve to Virtual ECU tasks

Multi-tenancy with hardware isolation for freedom from interference

Moving from a hardware-centric world to a software-defined world
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$32z [ $32E multi-application integration example

Virtual ECU_A

NXO
S327 / »
S32E

-

Corein
Cluster

SRAM LIN

DMA Zipwire

Virtual ECU_B

P
VM in
Cluster

SRAM

DMA

(.

il
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Cortex-R52

Processors

19 MB :
SRAM Peripherals
————

Memories and peripherals can be logically partitioned for
each real-time application’s needs

Partition provides hardware protection, fault handling
and execute-in-place (XiP) NVM bandwidth

Processor Core(s)

Memory

Simple peripherals
(LIN/SPI/Timers etc)

DMA

GPI
Ethernet
CAN
GTM
LPDDR

Groupedby

Virtual machine

Regions configured by size and
access policy (16 for every block)

Whole peripheral

Individual channel

Individual pin

8 independent ports

Whole module or offload to FlexLLCE
Individual cluster

Individual access slot

Vs

-

Virtual ECU_C
-
Core in
Cluster
SRAM
- FlexRay
DMA
y.
Virtual ECU_D
~\

VM in
Cluster

il

SRAM

DMA
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High-level operating system landscape

Potential Size (Memory Footprint)
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Bare Metal
(No OS)

Examples:
FreeRTOS

“‘NXP RTOS”
Zephyr™ OS

Basic Featured
Thread-Based RTOS

Basic features. Some protocol
stacks and middleware. Low to
medium footprint.

Queues, Semaphores, Mutexes,
Tasks

Examples:
MQX RTOS SMX
Nucleus RTX

GHS Integrity RTXC
ThreadX CMX
Mbed™ OS eCOS

Full Featured
Thread-Based RTOS

More features. More integrated
protocol stacks and middleware.
Low to high footprint.

+ Messages, Events, Automatic
cleanup, Stacks, etc.

Features, Performance, Sophistication

Not applicable for RT

Linux
Android
QNX
VxWorks
WinCE

Process-Based
RTOS/OS

Each “process” has own memory
space. More Multi-media and
sophisticated applications




$32Z and S32E processors vehicle integration platform: GreenVIP

Consolidation of in-vehicle software applications from multiple vendors

Model Based Design / Example Application

Virtual ECU 1 Virtual ECU 2 Virtual ECU 3 Virtual ECU n

Example Adaptive Autosar

o

Eli
—

Enables integration of 3rd party
applications from different
vendors with NXP SW on S32Z/E

Demonstrates $32Z/E’s capability to
execute multiple applications
(VECUs) in separated boxes, free-
from-interference in safety point of
view

Abstraction of HW complexit
enables fast Time-To-Market to
reduce your investment
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Comms engine comms

Gateway

Security/Bo

Libraries &
Math CoPro Managemen

t FW
Safety and
System FW

1

XRDC & Interrupt

& Clock & Safety &
1/0O configuration
tool

TCP/IP

* Adaptive -

AUTOSAR
Zephyr”

J

Example Classic Autosar

Safety
Framework

AUTOSAR RTE

AUTOSA
R BSP
RTOS MCAL

J

Accelerator
IVETS

AMMCL

Safety
Framework

Bootloader
J

Type-1 Hypervisor / Partitioning Inter VM comms

Develop/Analysis Example of vendor’s NXP 3 Party &
Tool applications Open Source

Physical cores
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$32Z/E vehicle integration platform: GreenVIP

. Abstract SW from HW (the SW in a vehicle should be able to update more frequently than the HW)
- Enable development of SW independently of the underlying hardware

- The S32Z/E processors can execute multiple of applications (VECUSs) in separated boxes,
free-from-interference in safety point of view

Each of those applications (VECUs) can be provided by a different vendor ) |

NXP & 39 party SW Vendor App 1
GreenVIP Framework NP RBKICEET AN Vendor App 2
NXP & 39 party SW Vendor App 3

Various vendors

developing their LU EED CUNTI A Multiple applications
NXP & 3 party SW aoplications applications from various running on one SoC
in(f:pendently VRl ’

- GreenVIP is intended to provide a functional software platform that allows customers to begin developing an application on the
S32ESZ family with minimal effort

- GreenVIP enables standalone development of each single application (VECU), and their integration. For that, GreenVIP offers:
- Definition of separated execution environments (EENV) and virtual machines (VM)

- Configuring all common SoC items, ensuring the separation, freedom from interference
- Virtualization of some shared modules
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0x3

Using $32Z2/E2 for
consolidation

Specifics on how to use these
devices to meet customer
needs
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S32E2 HARDWARE PLATFORM - GREENBOX 3

NAME: GreenBox 3: Vehicle Electrification Development Platform | PART NUMBER: S32E2-GRNBOX3

Main Function:

* Enables performance evaluation of the S32E288 silicon for various Hybrid

Electric Vehicle and Motor Control use cases

* Dedicated dual motor control and battery management circuit

+ Complete NXP system solution includes PMICs, Ethernet switch &

transceivers, CAN transceivers

High-performance ASIL D compute with 8x Arm Cortex-R52 cores

operating up to 1 GHz from the mounted S32E288 silicon

Peripheral control using complex timers, filters and analog modules

Numerous automotive communication interfaces: Ethernet, CAN FD, LIN,
UART, JTAG, SDHC, PSI5, SENT

NXPS32E2-GRNBOX3
S32E2 GREENBOX 3

Hypervisor support for task isolation

0 00 ©

Easy to use out of the box experience with advanced control applications

including example code
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https://www.nxp.com/GreenBox3

S$32Z and S32E processors vehicle integration platform: GreenVIP

Consolidation of in-vehicle software applications from multiple vendors

. . Meodel Based Design / Example Application
Enables integration of 3rd party S
Application supplier 1 Application supplier 2 Application supplier 3 Application supplier n

applications from different vendors with

Comms Comms
engine

Example Adsptive ALTOSAR Example Classic AUTOSAR

Accelarat
i
HSE Secunty/Bo
g o = “adaptive | ropp AMMCL
Demonstrates S32Z/E's capability to AUTOSAR

. . . - i i Ti AUTOSAR
execute multiple applications (VECUs) in . NXO BsP
. - e Framework
separated boxes, free-from-interference S RTOS

in safety point of view S e
S Sysrem FW

S$32 Design Studio & with Integrated Tools

W Type-1 Hypervisor / Partitioning Inter ¥YM comms
. . Physical coras
Abstraction of HW complexity enables
@' fast Time-To-Market to reduce your XRDC & Interrupt
) & Clock & Safety &
investment IO configuration

tool

. Develop/Analysis Tool . Example of vendor's applications . MXP . 3rd Party & Open Source
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Staircase approach: ascending features, ascending complexity
How do we get from Point A to Point B?

To enable a smooth
introduction to the
software offerings, we
propose a step-by-step
process starting with the
basics and gradually
increasing complexity
when required —
introducing more tools and
packages with each step.

Feature-heavy and comprehensive software stack
Brings together all available software packages -
Provides an “out-of-box” isolation / partitioning example
Multiple different OS instances running @ephyr, nxe rros, 8 autocore, etc)

“Walk bef ing” GreenVIP
[t iehors wunming) Establishes familiarity with full application building

Combines multiple individual software packages
Provides an “out-of-box” bootloader example for all cores
Utilises Tresos and extensions

Establishes familiarity with configuration tools

Custom APIs for each module on the device

Creates “off-the-shelf” examples for using each IP block

Used as the base for building other larger packages \ \

-

%
Custom projects built from scratch AA

No reliance on other package downloads )
Extremely flexible, easy to change \ -
Modular, allows for low-level testing/development

Bare-Metal
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$32Z[E - peripherals with hardware-assisted virtualization support

e pp. Core / | " App. Core /1 AMLQ #M FQOW

VM H/IF H/IF H/IF

| | Security
P! I | Fuses
Eth Ctrl Eth Citrl Eth Ctrl Eth Ctrl 3 ------- Host interfaces cbn"gurah|e I Isolated 11- 3 M0n|t0r

S — _{Fftllﬂle_ss_agf Eaiecﬂ ...... Job Ring I/F
3 E_ >|I|:| Job Queue <
X (Eégﬁ,rge;éﬂf“ | Low Latency Communication Engine i Controller
NETC 3 (FlexLLCE) Descriptor -
‘ | Controllers =
Ethernet Ports HIF a3 [ o
Ethernet i _ : o i RNG4 MDHA AESA DESA
Ethernet Automotive Comms Hardware Security
Accelerator Engine Engine
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